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Managed Server Hosting Service

Overview

Managed Servers are hosted in UIS’ Production Data Center facility and completely managed by UIS staff. These servers can be physical or virtual servers and can run Sun Solaris, Red Hat Enterprise Linux or Windows Server as operating systems.
Services Provided

As part of Managed Services, UIS provides the following:

A. Planning: UIS will work with the requestor(s) to define the requirements for server(s) and then design a suitable server(s) solution. The design will be based on Industry best practices but will work within all the constraints of the project and get approval of the requestor.

B. Procurement: UIS will procure all the resources needed to deploy the server solution. UIS will order and track the equipment to make sure it gets delivered in a timely manner.  
C. Installation: UIS will install any hardware in one of the UIS data centers. UIS data centers are state of the art data centers that are secure, manned 24x7x365 that contain redundant facility services like uninterruptable power supplies (UPS), multiple air conditioning, automatic transfer switches, backup generator, fire suppression systems together with redundant enterprise network connections to the main campus designed to be scalable as the university requirements demands.  

D. Operating Systems Support: UIS will install and maintain the appropriate operating system along with any other system level software to manage the server(s)

E. Setup of Test environments (Development, Test, Quality Assurance, etc.): UIS highly recommends the use of a test environment that is separate and distinct from the production environment. UIS will work with the requestor to ensure that such an environment is setup and used appropriately for change control with the overall goal of protecting the production environment. 
F. Documentation: UIS will maintain all the documentation for setting up of the system and ensure that is up to date.  
G. Security: UIS will use the industry best practices to ensure that the service is secure and in compliance with UISO directives. 
H. Monitoring: Monitoring will be done by on-call operators and on-call network administrators and they will resolve problems or issues based on the SLA.
I. Comprehensive Backup and recovery services: UIS will make sure that backups are performed based on the defined SLA and in case of a disaster UIS will be able to recover the system as defined by the SLA.  

J. Preventative maintenance: UIS will proactively apply patches and updates released by the vendors to keep the system up to date based on the SLA.

Supported Platforms

UIS Staff members maintain expertise in the following operating systems and platforms:

1) UNIX

a. Solaris 10 or higher on SUN SPARC hardware and on Virtual VMware ESX Infrastructure. 

b. Red Hat Linux Enterprise V5 or higher on Dell Hardware of Virtual VMware ESX Infrastructure. 

2) Windows

a. Windows Server 2003 or higher on Dell Hardware or on Virtual VMware ESX Infrastructure.

3) Virtual Servers

a. VMware ESX 3 or higher.

Managed Database Hosting Service
Overview

Managed Database services are hosted in the UIS Production Data Center facility and completely managed by UIS staff. The supported database types are run on a shared environment that can either be Oracle or MS SQL Server.

Services Provided
The following services are provided:

A. Planning: UIS will work with the requestor(s) to define the requirements for database(s) and then design a suitable database solution. The design will be based on Industry best practices but will work within all the constraints of the project and get approval of the requestor.

B. Deployment: UIS will procure all the resources needed to deploy the database solution. UIS will then setup the database(s) but not the user tables and define users to access the database(s). 

C. Setup of Test environments (Development, Test, Quality Assurance, etc.): UIS highly recommends the use of a test environment that is separate and distinct from the production environment. UIS will work with the requestor to ensure that such an environment is setup and used appropriately for change control with the overall goal of protecting the production environment. 
D. Security: UIS will use the industry best practices to ensure that the service is secure and in compliance with UISO directives. 
E. Monitoring: Monitoring will be done by on-call operators and on-call network administrators and they will resolve problems or issues based on the SLA.
F. Comprehensive Backup and recovery services: UIS will make sure that backups are performed based on the defined SLA and in case of a disaster UIS will be able to recover the system as defined by the SLA.  

G. Preventative maintenance: UIS will proactively apply patches and updates released by the vendors to keep the system up to date based on the SLA.

Supported Database Software

The following databases are supported:

1) Oracle

a. Oracle 10g or higher  

2) SQL Server 

a. SQL Server 2005 or higher

Enterprise Storage Services

Overview
NCS offers an enterprise tiered storage model for servers hosting enterprise applications.  Within our production data centers, NCS hosts high-capacity, networked storage systems, which provide local data protection, simplified scalability, system monitoring, and remote data mirroring for disaster recovery.  In this model, a host writes to a high-performance, cache-based, storage array, which in turn manages and protects the host’s data.

Enterprise Storage also provides multiple options for creating local and remote copies of data to further refine RPO and RTO requirements for enterprise applications.  Regular local snapshots can be provided on the backend storage array for any created volume.  These snapshots can be created on a regular basis for accidental file deletion or corruption, or used as an added feature to provide a rollback copy in the case of a system upgrade or patch.

Services Provided
Enterprise Storage Services includes the following:

· Server access to networked storage via SAN or NAS

· SAN is recommended for systems requiring the highest performance

· NAS is recommended for systems requiring maximum flexibility or read/write access to multiple servers at once

· Data protection via multiple RAID implementations on multiple speeds and types of disk

· Remote data protection via asynchronous replication based upon 15 minute time increments (primary data copy located in the Laurel Data Center, and remote data located in the Virginia Data Center)

· Data snapshot and cloning capabilities

Enterprise Backup and Recovery

Overview
NCS provides backup and recovery for any server and application hosted in our production datacenter.  Backup schedules and data retention requirements are defined based upon the needs of the specific application.  Server backups are first written to protected disk and then are duplicated to multiple tapes, where one copy of data is stored locally for simplified recovery and one copy is sent offsite for added protection.  All backups to tape are encrypted to protect the university from data theft.

Services Provided

· Weekly full backups of systems retained for 1 month

· Daily incremental backups of systems retained for 1 month

Workgroup Backup and Recovery

Overview
NCS offers backup and recovery services for individual workstations and miscellaneous servers located outside of our production datacenter.  A software client is loaded onto each workstation and after an initial full backup is made, incremental backups are taken on a scheduled basis defined by user requirements and backup sets are retained for 30 days.

Services Provided
As part of workgroup backup and recovery services, the following are provided:

· Daily incremental backups retained for 30 days

· All backup sets reside on encrypted, RAID protected, disk

· All backup sets are remotely protected via replication to the Virginia Campus Datacenter

Enterprise File Sharing

Overview
NCS offers the Georgetown University community a networked file sharing service, where a data store can be shared between multiple PCs and where the resting place for the data resides inside our secured, production data center.  This service provides multiple advantages over using local Windows File Servers in the areas of simplified management, data protection, integrity, and availability.  Enterprise File Sharing (EFS) provides a secured environment protecting against hardware theft and data loss due to hardware or software failures.  Due to the infrastructure used, local snapshots and remote mirrors are made available of data, and regular disaster recovery copies are available.  NCS offers two options for EFS; Standard EFS and customizable Windows File Share Hosting.
Services Provided
Enterprise File Sharing Service provides the following:

Standard Enterprise File Sharing

· Recommended for customers requiring a fully managed resource and do not have large space requirements

· Hourly, user-accessible snapshots of individual shares for file restores

· Hourly snapshots are taken every hour starting at 7 am and ending at 7 pm and are kept for 12 hours

· Nightly, user-accessible snapshots of individual shares for file restores

· Nightly snapshots are taken at 12 am and are kept for 7 days

· Weekly full backup to encrypted tape

· Duplicated to leave a local and offsite copy

· Full backup retained for 1 month

· Remote data protection via mirroring to standby system in Virginia Data Center

· Asynchronous replication triggered every 15 minutes

· Fully managed service, including user and quota management

Windows File Share Hosting
Our alternative EFS solution to users and departments requiring much larger spaces, and who wish to administer their own user space, is Windows File Share Hosting.  This solution leverages the same hardware and software technologies as the Standard EFS solutions, but allows departments to manage their own shares, and choose from multiple data protection strategies.
Our Windows File Share Hosting service provides the following:
· Recommended for customers with their own administrators and who have large space requirements

· Customizable hourly, daily, and weekly online snapshot schedule

· Customizable tape backup schedule

· Customizable remote data protection

· Customer user and quota management available upon request

High Performance Computing Services

Overview
The HPC team provides state-of-the-art computational resources and expertise for computationally intensive research and training. The HPC team specializes in the design, build, and management of Linux/UNIX computational clusters and systems. The team handles all system software and hardware maintenance, troubleshooting, and repair. The computational clusters reside in secure, climate-controlled environments specially designed for high speed and high throughput systems. The clusters use Intel Xeon or AMD Opteron processors running Centos Enterprise Linux/Red Hat Enterprise Linux with specialized clustering management and provisioning software. The internal cluster networks use Gigabit Ethernet and Infiniband, a low latency, high bandwidth interconnect.  The larger clusters employ high-speed storage systems with parallel, clustered file systems. The systems directly connect to Georgetown University's main routers via a Gigabit link. Georgetown University's routers connect both to the public Internet via a Gigabit link, and to Internet2's IP network via Mid-Atlantic Crossroads.

Systems managed by the HPC team comply with Georgetown University's Information Security guidelines and industry best practices. The HPC team employs firewalls at both the router and host level to prevent unauthorized access to the computational resources. In addition, the systems automatically apply security patches on a daily basis. A dedicated monitoring and logging system watches for unusual or suspicious activity, and notifies the HPC team when such events occur.

Services Provided
Shared Clusters

The HPC team operates the new University purchased shared-use cluster. The cluster is the first system on campus to use low latency, high bandwidth networking and parallel, clustered storage. Researchers and students can request time on the cluster.

Two levels of service are available:

· Standard Account—Users purchase CPU hours on the main system with no restrictions

· Basic Account—Users use a limited set of resources with restrictions

Managed Clusters

The HPC team builds and manages clusters owned by specific groups and departments. The HPC team handles all hardware and software support, including account management, security, application installation, and hardware replacement.

Collocated Clusters
The HPC team can provide secure, environmentally controlled collocation space for Linux/UNIX clusters owned by specific groups and departments who want to run their own systems. In these cases, the HPC team does not provide any software or hardware support.
HPC Consulting, Training, and Professional Services
The HPC team offers both hardware and software consulting and training for HPC applications.
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