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Introduction to CCF

The Computational Core Facility (CCF) is a UIS-operated, computational, research data center.  NCS’s High Performance Computing (HPC) team is responsible for maintaining the facility and administering the residing computational equipment.  The CCF and NCS provide cooling, power, network, monitoring, and system administration to Georgetown’s research community. 

CCF is a research data center only.  While NCS HPC strives to keep the systems operation at all times, we do not provide an availability SLA with our customers.  We do not maintain mission-critical services nor provide enterprise data protection in this facility.  This allows us to focus all available power, cooling, and network directly to computational functions at a reasonable cost to the end user.  For guaranteed up-time, replication services, off-site backups, and storage of protected information, please ask us about the enterprise solution offerings of UIS.

Network, Security, and Monitoring

All systems residing in the CCF must adhere to the University’s security standards (see UIS Security Office for University standards).  All CCF hosted servers must be regularly patched and audited in order to reside on the University’s network.  To actively protect against exploits, NCS HPC will routinely scan and audit all hosted devices.  All software programs installed on servers residing in the CCF are subject to security review and approval before installation and configuration. If NCS HPC or UIS Security Office identify that a system in the CCF is compromised, NCS HPC or UIS Security Office will remove the system from the Georgetown University network.

CCF hosts both managed and co-located clusters.  For all managed clusters and servers, NCS HPC is responsible for all system administration and system security, including operating system installations and maintenance, user management, permission delegations, application installations, and hardware support.  For managed systems, only NCS has super user and administrator ownership.  In special circumstances, a customer may request to co-locate a system under which the customer is solely responsible for all system administration.  Co-locating customers are responsible for all system administration, hardware support, and application configuration and support.  Nonetheless, the co-located systems still must adhere to all University computing policies and is still subset to security scans and audits.

All systems in the CCF, managed and co-located reside in the same IP subnet.  All machines will use IP addresses from the CCF subnet and when a machine is removed from CCF, the IP address is returned for future use.

NCS HPC is responsible for the monitoring of power, cooling, and network of the CCF.  NCS HPC is responsible for the monitoring and administration of all shared cluster services as well as other miscellaneous services provided in the CCF.  Hosted computational clusters must run a NCS HPC-approved monitoring software, such as Ganglia.

Data Protection

NCS HPC does not, by default, provide backup and recovery services for systems residing in the CCF.  Upon separate arrangement and at a separate cost, NCS HPC can design and implement a backup and recovery solution based upon the individual needs of the user.  Furthermore, NCS HPC can also provide file sharing services based out of the UIS enterprise data center (LDC).  All file sharing services include backup and recovery of user data and can be accessed from the CCF and from user workstations at GU or through the GU VPN.  Please ask NCS HPC for details about these special services.

Responsibilities

In keeping with Georgetown University’s computer policies, the customer must comply with the University’s Computer Systems Acceptable Use Policy and Information Security Policy.  The customer must be a part of the CCF Operations mailing list in order to receive important messages regarding CCF operations.

NCS HPC will notify users of outages, both scheduled and unscheduled, as well as status updates of extended outages.  NCS HPC also offers regular training on basic Linux and computations cluster use.  Please ask NCS HPC for details.

Length of Agreement

This agreement expires on the last day of Georgetown University’s fiscal year (30 June).  The length of the agreement will never exceed one year from the date of signing.
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By signing this document you have agreed to the terms outlined above.  This agreement will expire on the last day of Georgetown University's fiscal year (30 June).  The length of the agreement will never exceed one year from the date of signing.
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